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Real World Problem and Analysis: KTSU Public Radio 

 In January 2013, Southern University's public radio station KTSU discovered that a 

volunteer had allegedly stolen credit card information collected during a pledge drive. It was 

only after the suspect was arrested that KTSU learned the volunteer had a history of financial 

crimes and identity theft. The volunteer is now facing up to 300 counts of credit card fraud for 

attempting to misuse the information on donor pledge sheets (George, 2013). This analysis will 

examine how the disclosure took place, the significance to donors and the reputation of the 

organization. Then it will evaluate the risk and security threat to similar cultural institutions. 

Finally, it will make recommendations for preventative actions that could reduce the threat of 

such an occurrence.  

The Loss and Its Impact 

 An individual with a history of financial crimes had volunteered at KTSU public radio for 

six years before he was arrested for fraudulent use and possession of identifying information. 

The theft involved fourteen confirmed victims. At the time of arrest, the individual had the 

names, social security numbers, and credit card information of more than 50 people (Rudick, 

2013). During the pledge drive, it is believed that the individual had access to the private 

information of 300 donors who had supported the public radio station. The security breach was 

discovered when donors, whose accounts had been compromised, reported the crime to the 

university campus (George, 2013).   

 KTSU did not perform due diligence when screening volunteers, nor while supervising 

volunteers during the pledge drive. These lapses of judgment and security procedures could 

cause damage that reaches beyond the financial losses of the donors. The organization could 

potentially lose the confidence of donors to public radio. Losing the trust of the designated 
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audience for cultural institutions can be devastating. Loss of revenue is particularly devastating 

to cultural institutions that heavily rely on donations to remain in operation. Donors can easily 

find a similar provider of service and information online, so being trustworthy may be vital in the 

survival of an organization.   

Risk Assessment 

Security issues have become increasingly apparent as technology evolves faster than 

standards and policies can be developed to address them. Besides following best practices set 

forth by OAIS, organizations need flexible response plans to address new threats as they arise. 

The development of new technologies has been a great boon to organizations whose mission is to 

disseminate information to their designated audience. Yet with the development of new 

technology have come new threats. Potential threats to organizations include loss of proprietary 

information, using mobile devices to covertly photograph items that have complicated rights 

restrictions, and using flash storage devices to collect sensitive information. These types of 

security risks existed in the past, using analog technologies, so organizations likely have policies 

in place to address these threats – technology has just enhanced the ease in which these 

information leaks can take place (Huwe, 2005). 

 Systems are vulnerable to risk from disk failure, inaccurate data input, and breach of 

confidentiality. More sensitive data necessitates more secure environments. Most cultural 

institutions, e.g., libraries, archives, and museums, have an established community of scholars 

and researchers that make up their audience. They have been entrusted to care for and preserve 

“materials and objects that document our cultural heritage” (Research Libraries Group [RLG], 

2004, p. 8). Designated communities play a large role in funding cultural organizations. Their 

willingness to provide personal information to an organization during fundraising drives may 
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largely depend upon the trust established by the organization. The donor community must trust 

that the organization has security measures in place to keep their information safe. In case of a 

data breach, e.g., stolen personal and credit card information, an organization may subsequently 

have to publicly address the measures it has taken to protect personal data in order to regain 

public confidence. Transparency following such an incident is important to rebuilding the 

confidence of the designated audience. 

Identifying Threats 

Organizations have been focusing on collecting digital-born collections, or digitizing 

analog collections for consumption by a voracious user community. Digital collections are not 

necessarily secure by nature. Digital objects can be managed and organized to restrict use; e.g., 

public or limited access. The challenge to organization is to “secure this digital data from 

unauthorized access, modification, and disruption whether it is done accidentally or 

intentionally” (Gautam, Behera, & Singh, 2011, p. 244). Data security needs to be implemented 

at both the physical and network level, taking into account the need to maintain and manage 

information resources in digital format. Data that is confidential in nature should be accessible 

only to those users with proper authorization.  Threats to data can be classified into three 

categories:  

Environmental threats. 

Environmental threats include potential threats, hazards, and vulnerabilities due to 

natural, technological, or human-caused emergencies. These types of threats can be mitigated by 

a customized approach to the specific organization (Gautam, et al., 2011). Risks must be 

identified and addressed in Disaster Preparedness plans so that all members of the organization 

are trained to respond appropriately in an emergency situation. Prevention and mitigation 
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activities for environmental threats include identifying, removing, or reducing hazards. Disaster 

Preparedness plans should be regularly reappraised and updated. A routine part of an 

organization’s strategic plan should include communication of information related to disaster 

preparedness, and establishing disaster preparedness training (RLG, 2002).   

Physical threats. 

It is possible for data to become damaged, corrupted, modified, or stolen. Physical threats 

also extend to the media itself, which can be damaged by misuse, improper storage, and power 

surges (Gautam, et al., 2011). The severity of physical threats to data is often determined by the 

intent of the user. Systems used by organizations to store, deliver, and manage digital assets need 

to be designed to assure the security of the data (RLG, 2004). Organizations need to have 

policies and practices that address issues related to the access privileges and monitoring of the 

system to ensure the integrity of the data and the media on which it is preserved.  

 Technical threats. 

 Technical threats involve security over networks. Technical threats include hacking of 

data, exchange of data over unsecured lines, corruption of data (viruses), stealing data (spyware), 

alteration of data through unauthorized access, and outside attacks (denial of service) (Gautam, 

et al., 2011). Organizations have administrative responsibility to meet local, national, and 

sometimes international standards to secure both the physical environment and the information 

system. Organizations need to schedule regular backup and recovery procedures (RLG, 2004). 

The documented policies and procedures should address “copying processes, required 

redundancy of data, authentication systems, firewalls, and backup systems” (RLG, 2004, p. 14). 

These processes are intended to prevent “loss of data, detect changes in data, and restore lost or 

corrupted data” (RLG, 2004, p. 15).  
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Preventative Measures 

 The credit card and identity theft at KTSU was likely aided by outdated security policies 

and lax supervision of volunteer workers. The volunteer charged with the theft had been 

involved with KTSU for six years prior to the theft. There are no assurances that the volunteer 

had not also stolen data in the past. Distinctions must be made between the digital collections 

held by an organization with those records the organization possesses that require data privacy 

protection. The separation of digital collections from administrative records must be clearly 

drawn. It is critical to protect the private information of the staff and their donors. KTSU was 

particularly vulnerable as they collected donor information using analog procedures (in this case 

paper forms).  

Digital collections often contain information of a sensitive nature about human subjects. 

In the past it would not have been as difficult to control access. A researcher would access the 

information on a single access system in a supervised environment. In the current environment of 

cultural institutions, designated user groups often expect to be able to access information freely. 

This expectation adds to the risk of outdated policies. Colleges and universities have historically 

worked towards open access, so the culture of the organization may be hesitant to restrict access 

rights to collections. 

The demand and expectation of access to information through open networks has created 

a situation where a patron could potentially connect a personal laptop (or other device, e.g., 

tablet, or smartphone) and transfer large data sets for later use outside of the control of the 

security safeguards. Certainly, systems can detect this sort of access to data sets and 

automatically shut down access, and using forensic tools, it would be possible to locate the 

device that performed the breach. Many times data breaches of sensitive information in 
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collections are quite innocent in nature, but it is necessary to develop sophisticated policies to 

deal with such occurrences in advance of a disastrous leak of sensitive information. 

Organizations with an academic focus need to strike a balance between security and open 

scholarship (Huwe, 2005). 

 A user-focus perspective of organizations, whether public or private, can help develop 

holistic, strategic security plans. Data security is a continuous process. Organizations must 

“protect digital information and information systems from unauthorized access, use, disclosure, 

destruction, modification, and disruption” (Gautam, et al., 2011, p. 245). 

Conclusion 

 Volunteers are an important part of any cultural institution. It is important that 

organizations are able to find suitable individuals to assist in meeting the strategic goals of the 

institution. It is important that organizations not only recruit individuals, but also provide them 

with training and support, because volunteers are part of the organizational team. Organizations 

would be wise to consider what roles volunteers should fill, and which roles are more appropriate 

for paid staff. Cultural institutions should develop better screening procedure for volunteers, a 

process to secure sensitive information, and management oversight during collection of 

information during pledge drives or other administrative activities. Cultural organizations should 

be able to rely on financial stability. By adhering to good business practices, organizations can 

continue to gain the confidence of its designated user group. Standard accounting practices, and 

sensible strategic planning should “demonstrate an ongoing commitment to a balance of risk, 

benefit, investment, and expenditure” (RLG, 2004, p. 14). 
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